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...SPECIFICATION the digital recording medium. 

In a particularly preferred embodiment the portable support device is a 

- smart card adapted to be received in a smart card reader in the 
decoder and/or digital recorder. In this application the term " smart 
card " is used to. mean any conventional chip -based card device 
possessing, for example, microprocessor or... 

...shaped devices such as are often used in TV decoder systems. 

In one embodiment, the smart card also contains the equivalent of 
the first key used to decrypt the control word for... 

...for viewing in the case of a television broadcast system. In such a 
case, the smart card forms part of the pay TV system and may also 
contain a personalised key known... 

. . .end of the month. 

In an alternative embodiment, the second key is stored on a smart 
card different from that used to store the first key. In such an 



embodiment, reading of. 



.watch previously recorded films provided the digital recorder/player 
that he possesses is adapted to read the accompanying smart card . 

In such a system, a single smart card and second key may be used to 
generate the re - encrypted code word for a plurality of recordings. In 
such a way, a single "library card" can be used to decrypt any number of 
recordings . 

In the invention, the smart card also contains a number of credit 
units to determine how many times the recording may be replayed, the 
number of units being decremented with... 

.is particularly applicable to the case where the second key algorithm is 
stored on a smart card associated with the recording medium. However, 
in an alternative embodiment, the portable support is defined... 

.be copied from within the embedded chip. The variations described above 
with regard to the smart card embodiments are equally applicable to 
systems in which the support is defined by the recording... 

.relation to a method but applies equally to a combination of a decoder 
and a smartcard ; and a smartcard . 

The terms " scrambled " and " encrypted " and " control word " and " 
key " have been used here for ... 

.5 shows a first embodiment of the invention including a digital 
recording device and a smart card containing a second algorithm used 
to encrypt the code word to be registered on a digital video cassette ; 

Figure 6 shows a second embodiment of . the invention in which the 
smart card contains both the first and second keys necessary for 
viewing the transmitted and recorded program. . . 

.the end user to access digital television broadcasts from one or more 
broadcast suppliers . A smartcard , capable of decrypting messages 
relating to commercial offers (that is, on or several television 
programmes ... 

..broadcast supplier), can be inserted into the receiver/decoder 2020. 
Using the decoder 2020 and smartcard , the end user may purchase events 
in either a subscripion mode or a pay-per. . . 

. .and so on. 

First encrypting units in the form of ciphering units 3008 utilising 
"mother" smartcards 3010 are connected to the SAS by linkage 3012. 
Second encrypting units again in the form of ciphering units 3014 
utilising mother smartcards 3016 are connected to the mutliplexer 2004 
by linkage 3018. The receiver/decoder 2020 receives a "daughter" 
smartcard 3020. It is connected directly to the SAS 3002 by 
Communications Servers 3022 via the modemmed back channel 4002. The SAS 
sends amongst other things subscription rights to the daughter smartcard 
on request. 

The smartcards contain the secrets of one or more commercial 
operators. The " mother " smartcard encrypts different kinds of 
messages and the "daughter" smartcards decrypt the messages, if they 
have the rights to do so. 

The first and second. . . 
..VME card with software stored on an EEPROM, up to 20 electronic cards 
and one smartcard 3010 and 3016 respectively, for each electronic card, 



one (card 3016) for encrypting the ECMs. 



•the corresponding ECM from the MPEG-2 stream and passes the ECM to the " 
daughter " smartcard 3020 of the end. user. This slots into a housing in 
the receiver/decoder 2020, The daughter smartcard 3020 controls whether 
the end user has the right to decrypt the ECM and to. . . 

.particular operator to provide certain free services. An " audience " is 
the totality of subscribers having smartcards which bear the same 
Operator Identifier (OPI) . Finally, a " unique " EMM is addressed to 
the unique identifier of the smartcard . 

Encryption Levels of the System 

Referring now to Figure 3, the encryption levels in the... 

.Cex. 

The decryption units DChp and DChl and the associated keys are held on 
a smart card provided to the subscriber and inserted in a smart 
card reader in the decoder. The keys may generated according to any 
known symmetric key algorithm, such. . . 

.5, the present invention provides a means for overcoming this problem. 

The system comprises a smart card 4004, insertable in a smart 
card slot in the receiver/decoder, together with a digital recorder 
4005, eg a DVHS recorder... 

.a DVHS cassette. 

In this embodiment, the received control word is decrypted by the 
associated smart card 3020 inserted in the decoder (see Figure 2) . 
The decoded control word Ce (together with any other data that forms the 
ECM, such as access control information etc) is then passed to the 
microprocessor embedded in the smart card 4004. Using a second 
encryption key C2 and second encryption algorithm Ch2 , the smart card 
4004 generates a new ECM, indicated as ECM' in the figure. This 
entitlement message ECM. . . 

.decoder to descramble the program for viewing. 

In the system shown in Figure 5 the . smart card 4004 is different 
from the smart card 3020 shown in Figure 2 of the television system 
and which contains the encryption keys . . . 

.for viewing of the program. However, in the alternative embodiment shown 
in Figure 6, the smart card 3 020 contains both the first and second 
encryption keys Cex and C2 needed for viewing. . . 

.obtain that month's key Cex stored in the memory of the card. Although . 
the smart card has been shown in the form of a substantially 
rectangular card, other physical forms, such... 

.digital recording device may be combined or interchanged, such that the 
digital recorder possesses a smart card slot for receiving a smart 
card , for example, and/or the necessary elements to descramble the 
program once the control word. . . 

.CLAIMS key (Cex) necessary to decrypt the information, characterized in 
that the decrypted information is thereafter re -encrypted using a 
second key (C2) stored in a smart card (3020; 4004) adapted to be 
received in a ' smart card reader in the decoder (2020) , the re 



- encrypted information being thereafter recorded on a digital 
recording medium (4006) by a digital recorder (4005) , and in which 
the smart card also contains a number of credit units (U) to 
determine how many times a recording may be replayed, the number of 
units being decremented with. . . 

.any of claims 1 to 3, wherein the second key (C2) is stored on a smart 

card associated with the recording medium. 
6. A combination of a decoder (2020) for receiving digital... 

.to an equivalent of the first key (Cex) necessary to decrypt the. 

information, and a smart card (3020; 4004) adapted to be received 
in a smart card reader in the decoder (2020) , characterised in 
that the smart card (3020/ 4004) possesses a second key {C2) for 
use in re - encrypting the decrypted information for subsequent 
transmittal to a digital recording device (4005) for recordal on a 
digital recording medium (4006) and in which the smart card also 
contains a number of credit units (U) to determine how many times a 
recording may be replayed, the smart card being arranged to 
decrement the number of units with each subsequent partial or 
complete playing... 

.particular segment of the recording such that, upon playing a section of 
the recording, the smart card is arranged to decrement certain 
credits associated with that section. 

8 . A combination as claimed in claim 7 in which the credit units are of a 

single type and the smart card is arranged to decrement the 
credit units with the playing of any section of the recording. 

9. A smart card (3020; 4004) adapted to be received in a smart 

card reader in a decoder (2020) , the smart card receiving from 
the decoder digital information (Ce) encrypted using a first key 
(Cex) and having- . . 

.to an equivalent first key (Cex) necessary to decrypt the information, 
characterized in that the smart card (3020; 4004) possesses a 
• second key (C2) for use in re - encrypting the decrypted 
information for subsequent transmittal to a digital recording device 
(4005) for recordal on a digital recording medium (4006) and in which 
the smart card also contains a number of credit units (U) to 
determine how many times a recording may be replayed, the smart 
card being arranged to decrement the number of units with each 
subsequent partial or complete playing. , . , 
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... company's European operation is developing interconnect systems 

that can serve as the interface between smart cards and the readers 
used for interpreting or manipulating the data on a chip. 

The company's products are manufactured and assembled worldwide. 
Facility, . . 
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FISCHER INTL SYSTEMS: Fischer's Smarty Smart Card Reader Now Supports 
Access Control Application for PCs, Laptops; Smarty Lets Users Store 
Passwords on Smart Cards for Extra Security 

December 10, 1997 

Byline: Business Editors 

Fischer's Smarty Smart Card Reader Now Supports Access Control 

Application for PCs, Laptops; Smarty Lets Users Store Passwords on 
Smart . • • 

.BUSINESS WIRE) --Dec. 10, 1997 - -Fischer 
International Systems Corp. announced Wednesday that its Smarty (tm) 

Smart Card Reader now supports Fischer's SafeBoot(tm) software 
application for PC and laptop data security and. . . 

...and CNN fn, as well as in 

numerous publications including BusinessWeek. Smarty is unique 

among smart card readers because it is the only one that works from 

the 3.5 inch drive, which... 
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WORD COUNT: 359 

TEXT : 

...Users of global system for mobile communications -based services will 
find relief from cumbersome handset manipulation of subscriber identity- 
module card information. Montgomeryville , Pa. -based smart -card producer 
Gemplus Corp. recently introduced an interface between the user's personal 
computer and the ... 
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WORD COUNT: 254 

TEXT : 

...report, while useful, by no means spells serious difficulty for the 
technology . 

According to Bellcore, smart cards can be manipulated into making a 
computational error that would render them vulnerable to de -encryption by 
criminals. 
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TEXT: 

...Calif. This paper "Tamper Resistance-A Cautionary Note," goes into more 
detail on how a smart card can be manipulated to produce a fault in 
^ particular calculation. Its authors also have published a paper... 
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Article Type: Article 
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ABSTRACT : 

Consultant Paul Kocher of San Francisco, CA, has found a way to manipulate 

current smart card technology. Smart cards are employed by banks 
and credit card firms for financial transactions with the public. The... 
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the health care and medical industries in Italy and other European 
countries, company officials said. 

Optical cards and reader and writer equipment are used to 
manipulate and store computerized data. 

The deal calls for Canon to supply its optical card system. . . 
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Olympus Develops Portable Optical Card Reader 

Comline Computers September 9, 1987 p. 6 

... 15th. The card reader is equipped with a keyboard and a display and 
can search, manipulate , aiid display data stored on an optical card . 
The device is compact, measuring 290" (W) x 223 (D) x 69 mm (H) . It... 



